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fault-tolerant (BFT) system architecture that is able to use additional servers by partitioning the agreement stage into multiple largely independent groups. This enables OMADA to parallelise agreement into multiple heterogeneous groups and varying the ordering workload between them, and thus allowing OMADA to individually adjust the responsibilities of replicas to the particular performance capabilities of their servers.
The third paper, entitled Emulating Representative Software Vulnerabilities using Field Data, by Barbosa, Cerveira, Gonçalo and Madeira presents, first, a field study which characterises the most frequent programming mistakes that cause security vulnerabilities, and second, a practical approach to emulate those vulnerabilities. The expected impact of the study is to allow practical emulation of software vulnerabilities for software quality and security assessment.
The fourth paper, entitled Cluster-based Vulnerability Assessment Applied to Operating Systems and Web Browsers, by Movahedi, Cukier, Andongabo and Gashi present an approach that uses existing clustering techniques to group vulnerabilities into distinct clusters. Based on this, the approach uses an existing nonhomogeneous Poisson process (NHPP) Software Reliability Model (SRM) to make predictions on the number of new vulnerabilities. Finally, the approach superimposes the SRMs used for each cluster together into a single model for predicting the number of new vulnerabilities that will be discovered in a given time period for a given operating system/web browser.
The fifth paper, entitled An Empirical Study of Combining Diverse Static Analysis Tools and Business Scenarios, by Nunes, Medeiros, Fonseca, Neves, Correira and Vieira address the problem of combining the output of several Static Analysis Tools (SATs) searching for SQL injection (SQLi) and Cross-site scripting (XSS) vulnerabilities. The findings from the study reveal that combining the outputs of several free SATs do not always improve the vulnerability detection performance. Following the procedure proposed in the paper a developer is able to choose with is the best combination of SATs that fits better in the project requirements.
Our thanks to all the authors for their contribution, as well as all the reviewers, whose efforts have allowed the selection of good quality papers. Also, our special thanks the editorial team of the Computing Journal for their support in the publication of this special issue containing a selected sample of the ongoing research efforts on recent advancements in dependability and security.
